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Abstract

As the numbers and complexity ot nuclear
facilities increase, limitations on resources
for international safeguards may restrict
attainment of safeguards goals. One option for
improving the efficiency of limited resources
is to expand the current inspection regime to
include random allocation of the amount and fre-
quency ot inspection etfort to material strata
o to tacilities. This paper identities the
changes in safeguards policy, administrative
procedures, and operational procedures that
would be necessary to accommodate randomized
inspections and identifies those situations
where randomization can improve inspection efti-
ciency and those situations where the current
nor.random inspections should be maintained.

1. Introduction

Assignment of  inspection resources  among
tacilities inspected by the International Atomic
Energy Agency (TAEA) is a complex and important
tunction atfecting the quality ot these inspec
tions and the safeguards conclusions derived
from them, Although the TAFA currently meets
essentially all ob its sateguards goals, planned
tuture increases in the number ot nuelear tacil-
ities, especially large  bulk-handling taeil-
ities, combined with restricthions on the growth
of dnspection resources may  leave a0 shorttall
in the dnspection etfort ftor continned attain
ment ol Apency poale, This situation could lead
to the aed tor dittiealt tradeatts o the in
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for intermational sateguards may restiict
attainment of safeguards goals. One option for
improving the efficiency of 1limited resources
is toc expand the current inspection regime to
include random allocation of the amount and fre-
quency of inspection effort to material strata
or to facilities. This paper identifies the
changes in safeguards policy, administrative
procedures, and operational procedures that
would be necessary to accommodate randomized
inspections and identities those situations
where randomization can improve inspection effi-
ciency and those situations where the current
nonrandom inspections should be maintained.

1. Introduction

Assignment of inspection resources among
facilities inspected by the International Atomic
Energy Agency (IAFA) is a complex and important
function affecting the quality ol these inspec-
tions and the sateguiards conclusions derived
from them., Although the [TAFA currently meets
essentially all ot its sateguards goals, planned
future increasres in the number ot nuclear tacil-
ities, egpecially large bulk-handling tacil-
ities, combined with restrictions on the growth
of inspection resources may leave a shortfall
in the ingpection effort for continued attain-
ment of Agency goals. This situation could lead
to the need for difticult tradeot!s in the in-
spection effort applied to materials, tacil
ities, and States, A proposed strategy tor lim
iting the reduction in goal attainment would
apply randomization of inspections to  increase
the ettectiveness ol tixed resoureces or equiva
lently to increase their etticiency,  Randomiza
tion has been considered trom o general systems
analysis point ot view in Rets, 1-4, whereas
more detailed mathematical treatments are given
in Rets. b6,

Among the general stratepies tor incorpo
rating tandomization into TAEA inkpection prac
tice are

e pandom allocation of the amount and fre

quency ot inspection etlort amony  the
strata at o tacility, and

¢ random allocation of the amoant cont e

quency o inspe tion etbort o amea e
vroup ot b i it
"he i o thas page b Qe L tat e e
ey b thees stratepies ta establaoat the e ad
Vantapes amd disadvantopes with respect to TAFA
salepuard.,



2, Summary

Randomized inspections offer the potential
tor increasing inspection efficiency when re-
sources for verifying compliance with interna-
tional agreements governing the use of nuclear
materials are limited, whereas the numbers of
nuclear facilities to bhe inspected are increas-
ing.  Adoption of randomization at ejther the
stratum or facility level will, however, require
tundamental changes in safeguards policy as rep-
resented by the Sateguards [Implementation Report
(SIR) Criteria, in administrative procedures in-
cluding a possible need for contfidentiality ot
inspection planning, and in operational proce-
dures such as the application of current tech-
nology tor surveil lance,

Independently of the level of randomization
(strata or tacilities) and the type of random
ized inspection (physical inventory or interim),
there are several gencral conclusions possible
about the utility ot randomization as a means
ot improving inspection etticicncy,

. The probability ot anomaly detection cannot
be increased tor attributes veritication at
item tacilities by randomization strategies
where all strata (tacilities) are inspected
but the applied ettort is randomly varied
amony Lhem,

. The probabiility ot anomaly detection can be
it aned P o variables veritieation at bulk
to it by tandomizat ton stratey e, whete
Cor st i bities ) e et b
Vo appor o et tort e randdboand oy ovar iy This
cote dawson hobds o when total dnepec tion ot
torve o dimited Cen0d of the materialea are
veritied) bat does not hold at higher Tevels,
o dnspection eftore,

. The most promising randomizat ion strategies
ate those where jgome subset ot the strata
(tacilitien) arte randomly selected tor fn
spection. These strategies improve the
efficiency of finapection resources because
indirect resources such as time for travel
to tacilities. ovenine mestinec. and .ati



Randomized inspections offer the potential
for imcreasing inspection efficiency when re-
sources for verifying compliance with interna-
tional agreements governing the use of onuclear
materials are timited, whereas the numbers of
nuclear facilities to be inspected are increas-
ing. Adoption of randomization at either the
stratum or facility level will, however, require
fundamental changes in safeguards policy as rep
resented by the Safeguards Implementation Report
(SIR) Criteria, in administrative procedures in-
cluding a possible need for confidentiality of
inspection planning, and in operational proce-
dures such as the application of current tech-
nology for surveillance.

Indep2ndently of the level of randomization
(strata or facilities) and the type of random-
ized ingpection (physical inventory or interim),
there are several general conclusions possible
about the utility ot randomization as a means
of impruving inspection efficiency.

. The probability ot anomaly detection cannot
be increased for attributes veritication at
item tacilities by randomization strategies
where all strata (tacilities) are inspected
but the applied eftort is randomly varied
among them.

N The probability ot anomaly detection can be
increased tor variables verification at bulk
tacilities by randomization strategies where
all strata (tacilities) are inspected  but
the applicd effort is randomly varied. This
conclusion Lolds when total inspection ef
fort is limited (¢S0% of the materiats are
veritied) but does not hold at higher levels
of inspection eftort,

] The most promisitg randomization strategics
are those where some subset of  the strata
(facillties) are randomly selected tor in
Hpection. These  strategies  Improve the
effleiency ot inspection resources because
indirect resources such as time tor travel
to tacilities, opening mectings, awl cali
brating ionstraments at strata ttacilities)
not visited ate converted to pesonroes tog
dipeact veritication ol material ot thie
stratg tacilities) raedon]y o hasen ter an
wpe o,

. Evalwition Framework
An avseasment ot the wvalue ta the TAEA of

tandomized anepec trons nast distingaich betwern
the statintical eftectivencan of the wtiateyy



as measured by the probability of detecting an
anomaly and the safeguards effectiveness as
measured by conformity to the SIR Criteria. Ex-
tending the current nonrandom inspectior regime
to include randomized strategies increases the
possible inspection strategies and, thereture,
generally provides opportunities for increasing
the anomaly detection probability. However,
these same randomired tactics are generally in-
compatible with the SIR Criteria and Safeguards
Approaches, which prescribe detailed procedures
to be carried out at cach tacility and inspec-
tion type.

The principle of randem sampling of a popu-
lation and extrapolatinon of a characteristic ut
the sample to the total population is well
founded in statistical theory. Indeed, in cur-
rent [AEA inspection practice, this principle
is applied to sampling ot items in a4 stratum to
verity the integrity of the entire population
even though all items arce not verified., In this
instance, one can calculate the probability that
an anomaly in a single item would have been de-
tected based on the sample size and verification
method.  Absence ot an anomaly in the sample is
taken as ecvidence tor the integrity ot the en-
tire stratum, recognizing that there is a prob-
ability that this conclusion is wrong.

In principle, similar considerations are
applicable to any collection ot ingpected enti
ties including material strata, tacilities, or
Stiates, and the conclusions are as statisti:
cally valid as the previous case o items in o
stratum,

Evaluation ot the statistical eftectiveness
ot  a randomized inspeetion  strategy is  most
naturally analyzed in a game theoretic irame
wotk in which the inspector and State are viewed
A8 opponents.  Of course, this assumption of an
adversarial  relationship is an essential  part
ol sateguards planning to assure the interna
tional community ot the integrity ot sateguands
conclasions . whereas the actual  implementation
ol watepaards is g collaborative relationuhip
Petmea o the State andd the JTATA.
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amergy tacilitiesy and  the State 'y strateyie,
cotniet ot all o seenarias for o gaining anaat bor
fzed e o 0 sipniticoanat guantity ol material,
The dnspector and State ecach select g stratepy
that y when amplemented, loads tao o specil ie ont
come, The utility ot each outcome (s meaoured
by the probablility of detection with the inapec

tor attempting to maximize the probabllity and
the operator minimizing it. In this formula-



Lo be carried ovul al cach fas i41ly ald Gaspc
tion type.

The principle of random sampling of a popu-
lation and extrapolation of a characteristic of
the sample to the total population is well
founded in statistical theory. Indeed, in cur-
rent JAEA inspe-tion practice, this principle
is applied Lo sampling ot items in a4 stratum to
verify the integrity of the entire population
even though all items are not verified. In this
instance, one can cal. 1late the probabilily that
an anomaly in a single item would have been de:
tected based on the sample size and verification
method. Absence of an anomaly in the sample is
taken as cvidence for the integrity of the en-
tire stratum, recognizing that there is a prob-
ability that this conclusion is wrong.

In principle, similar considerations are
applirable to any collection of inspected enti-
ties including material strata, facilities, or
States, and the couclusions are as statisti-
cally valid as the previous rase of items in a
stratum.

Evaluation of the statistical effectivencss
of a randomized  inspection strategy is  most
naturally analyzed in a game theorctic rame
work in which the inspector and State are viewed
as opponents. 9f course, this assumption of an
adversarial relationship is an essential part
of safeguards pliamming to assure the interna-
tional community ot the integrity of safeguards
conclusions, whereas the actual implementation
of  sateguards is a collaborative relationship
between the State and the [AERA,

In the context of game theory, the inspee
tor and State each have a set of possible strat
egies) the inspector's strategies consist of all
possible  ways ot assigning  inspection ettort
among  ftacilities, and the State's stratepies
cansist of all scenarios for gaining  unauthor
ized use of 4 significant quantity of material,
The inspector and State ecach select o stratepy
that, when implemonted, leads to a specitic ot
come. The utility ob each outcome is measared
by the probability of detection with the inspec -
tor attempting to maximize the probability and
the operator minimizing it. I this tormala
tion, the situation is characterized as a two
et son Zoer o s Py,

A basic result o pame theory fdentit ey
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4. Randomized lnspections

Randomization of inspections can be intro-
duced either at the individual facility level by
randomly selecting the amount and frequency of
inspection etfort applied tu the strata within
a facility or at the level of a group of facil-
ities by randomly selecting the amount and fre-
quency of inspection effort applied to individ-
ual facilities. In either case, the randomiza-
tion could include the possibility that some
strata (facilities) receive no veritication
effort. A further categurization of randomiza-
tion strategies depends on whether they are
applied to physical inventory verification
inspections, interim inspections, or both.

Where randomization is applied to strata
within a facility, the inspector would follow
current practice and prepare a sampling plan
tor each stratum. For those strata to be veri-
fied, a comprehensive set of inspection activ-
ities would be completed that are sufficient to
allow valid sateguacds conclusions; however, the
intensity of verifying records and sampling
materials for verification would be randomly de-
termined by the sampling plan. Where a stratum
was not selected for verification, safeguards
conclusions could be based on a calculated de-
tection probability derived from the planned
activities if the stratum had been selected.

Randomization could be implemented for a
group ot facilities within the framework of the
b-month schedule of inspections tor a rollection
of tacilities such as those inspected by an
operations section., Random selection could be
applied to scheduied inspections to determine
the tacilities to be visited and the inspection
sttort to be allocated. In prianciple, this
could result in the extremes of either no visit
to a facility or completion of all required in-
speetion activities at a facility, Clearly, the
4 priori random inspection list would have to
hee modifiecd over time to accommodate changes in
tacility oprating schedules and availability of
T e Lo e, These practical constraints would
Protabdy presIade tall o attainm ot ot 4 oom
Pt ot v eed inspertian o le dale,

Altheueh random selection of the eftort Land
trequencv ol dnspe tions may be applicd Lo an
arbitrary proup ot facilitiee, tor example, o
mix of item and bulk tacilities, the principles
ot tindom sampling suggest that the validity ot
ttatistical conclusions about the tatal popula
tion s enhanced when the population sample s

homogenevus. For example, extrapolating the
resultas from a sample of reactors to a State's

total reactor population is preferable to sam-
Dline the nanulatinn Af fFanillislan 1o o Crasars



tion strategies depends on whether they are
applied to physical inveatory verification
inspections, interim inspectioms, or both,

Where randomization is applied to strata
within a facility, the inspector would follow
current practice and prepare a sampling plan
tor each stratum. For those strata to be veri-
fied, a comprchensive set of inspection activ-
ities would be completed that are sufficient to
allow valid satcguards conclusions; however, the
intensity of wverifying records and sampling
materials for verification would be randomly de-
termined by the sampling plan. Where a stratum
was not selected for verification, safeguards
conclusions could be based on a calculated de-
tection probability derived from the planned
activities i the stratum had been selected.

Randomization could be implemented for a
group of facilities within the framework of the
6-month schedule of inspections for a collection
of facilities such as those inspected by an
operations sectjon. Random selection could be
applied to scheduled inspections to determine
the facilities to be visited and the inspection
effort to be allocated. In principle, this
could result in the extremes of either no visit
to a facility or completion of all required in-
spection activities at a facility. Clearly, the
a priori random inspection list would have to
be modified over time to accommodate changes in
facility operating schedules and availability of
inspectors, These practical constraints would
probably preclude full attainment of a com-
pletely randomized inspection schedule.

Although random sclection of the effort and
trequency  of  inspections may be applied to an
arbitrary group of facilities, for example, a
mix ot item and bulk tacilities, the principles
ot random sampling suggest that the validity of
statistical conclusions about the total popula-
tion is enhanced when the population sample iy
homogencous, For example, extrapolating the
results trom a sample ot reactors to a State's
total reactor population is preferable to sam-
pling the population ot facilities in a State's
tuel cyele and extrapolating, the results to all
tacilities, especially it the State's ouly re
processing plant is not in the sample,

Fecauve Yl only tacilitivs of similar type
tha!  are Tikedy to exint in g sampling popala
Vion ol reaong! Te wize are e tors, this ran
domieation stratepy ds probably most applicalbidse
to that tacility type.  However, where maltipie
tacilities ot other types sach oas tabrication
piants ar reprocessing plants are in the  same



population, the efficiency of inspections at
these facilities may still be enhanced by ran-
domization. Even though the number of these
bulk facilities is small, their inspections arc
much more resource intensive than reactor in-
spections so that resource savings at these
facilities are important.

Whether one is randomizing inspections over

a group of strata at a facility or over a group
of tacilities, there are two general strategies
for the randomization procedure:

e inspect all strata (facilities) but ran-
domly vary the inspection effort applied
and

e randomly choose a subset of the strata
(facilities) for inspection.

The strategy of inspecting all strata (facil-
ities) has the advantage of being consistent
with the current SIR criteria for timeliness;
however, it will be demonstrated that in most
instances this strategy is not better than the
current practice of applying the same etfort
at each inspection. Indeed, it 1s the second
strategy in which some strata (facilities) are
not inspected that has the most promise for im-
proving inspection efficiency. This improvement
is based on the conversion of indirect resources
such as those for travel to facilities, health/
safety preparations, and instrument calibration
at facilities not visited to resource expendi-
ture for direct verification of material at the
inspected facilities. This conversion of in-
direct to direct resources is the key to realiz-
ing the benefits of randomization.

All Strata (Facilities) Inspected

The following example demonstrates that for
item facilities that are inspected with attri-
butes measurements, random inspections in which
all facilities are visited b:.t inspeciion effort
is varied cannot be more effective than ncuran-
dom strategies in which inspection effort is
the same Gt ecach inspection,

Faamp e

Asviame that two identical tacilities each
contain a single material stratum that is to be
verified by the same attributes method. If the
State is equally likely to divert trom either
stratum  and  the  jonspector applies  identical
citort «/2 to each tacility, then the probabil-
ity ot detection is P(e/?), where ¢ is the total
available effort.

Alternatively, under a randomization strat.
egy thal vaties the ellort applied to each fa-
ciiity, assume the efforts 2e/3 and e/3 are ran-
domly assigned to the two facilities. This



Ulshay  valy cue duspecllon ellorl apjsr lesd
and
* randomly choose a subset of the strata

(facilities) for inspection.
The strategy of inspecting all strata (facil-
ities) has the advantage of being consistent
with the current SIR criteria for timeliness;
however, it will be demonstrated that in most
instances this strategy is not better than the
current practice of applying the same etfort
at each inspection. Indeed, it is rhe second
strategy in which some strata (facil.cies) are
not inspected that has the most promise for im-
proving inspection efficiency. This improvement
is based on the conversion of indirect resources
such as those for travel to facilities, health/
safety preparatiouns, and instrument calibration
at facilities not visited to resource expendi-
ture for direct verification of material at the
inspected facilities. This conversion of in-
direct to direct resources is the key to realiz-
ing the benefits of randomization.

All Strata (Facilities) Inspected

The following example demonstrates that for
item facilities that are inspected with attri-
butes measurements, random inspections in which
all facilities are visited bi.t inspection effort
is varied cannot be more etfective than nonran-
dom strategies in which inspection effort is
the same at each inspection.

Example

Assume that two identical facilities each
contain a single material stratum that is to be
verified by the same attributes method. If the
State is equally likely to divert from either
stratum and the inspector applies ideuntical
effort e/2 to each facility, then the probabil-
ity of detection is P(e/2), where e is the total
available effort.

Alternatively, under a randomization strat-
egy that varies the effort applied to each fa-
cility, assume the efforts 2e/3 and e/3 are ran-
domly assigned to the two facilities. This
leads to a detection probability of %P(2e/3) +

“P(e/3). However, because the curve P repre-
senting the detection probability for attiibutes
measuremenls s concave, it ois always trae that

sy s ey v e )

This relationship is illustrated in Fig, 1.



Fig. 1. Detection probabilily for random
and nonrandom strategics.

This example demonstrates the principle
that randomly assigning the inspection effort
among facilities with a concave probuability
function while visiting all facilities cannot
increase overall detection probability compared
with a nonrandom strategy of assigning the samc
effort to each facility at each inspection. The
general validity of this conclusion for an arbi-
trary number of facilities is demonstrated inr
the Appendix. Further, because the detection
probability function for bulk facllities in-
spucted by variables sampling is convex for low
levels of Inspection effort and concave tor
higher levels of inspection effort (sufficient
tfor verification of at least 50% of the mate-
rials), we can conclude that nonrandom inspoec-
tion strategles are also at least as good as
random strategies at bulk facilities when in-
spection effort is sufticiently high,

k-out-of-N Inspected

Assuming  that  there are N faeilities
(strata) to bhe dnspected but jnsafticient e
somrees to tully attain the satepuards ob e
tives at these Tacilitios (strata), an alternaa
tive Lo inspecting all tacilities at a low level
is to conrentrate the inspeetions on a randomly
svlected subset ot k taciliticos, whoere & ¢ N
Improvements fn inspeetion efficienry  result
trom the increased inspectioun resouwrces that are
available trom the tacilities not visited.,  In
deedy  resources that would have been used lor
Ltravel, openfug mectings, health/uat oty activ
fties, and instrument calibration at the facil-
fties not ingnertod aro now aveilahla Fac ato .



Fig. 1. Detection probability for random
and nonrandom strategies.

This example demonstrates the principle
that randomly assigning the inspection eftort
among facilities with a concave probability
tunction while visiting all facilities cannot
increase overall detection probability compared
with a nonrandom strategy of assigning the same
effort to each facility at each inspection. The
general validity of this conclusion tor an arbi-
trary number of facilities is demonstrated in
the Appendix. Further, because the detection
probability function for bulk facilities in-
spected by variables sampling is convex tor low
levels ot inspection effort and concave  tor
higher levels of inspection effort (sutticient
tor veritication ot at least S0% ot the mate
rials), we can conelude that nonrandom ineper
tion strategies are also at least as goud as
random strategics at bulk facilities when in
spection ettort is sufticientiy high.

k-out-of N Inspected

Assuming that there are N tacilities
{strata) to be iaspected but insufficient e
sontees to tully attain the sateguards obhjee
tives at these tacilities (strata), an alternag
tive to inspecting all tacilities at a4 low level
is to concentrate the inspections on a randomly
selected sobeoet ot k tacilities, where k¢ N7
Improvements  in inspection etficiency  resalt
Lrom the increased inspection resoutces that e
available trom the tacilities not visited,  In
decd,  resources that would have been ysed ton
travel, opening mectings, health/satety  activ
ities, and iustrumnt calibration at the tacil
fties not inspected are now avoilable tor direct
dapplication to veriftyving material strata at the
inspected tacilities,.

Example
Avoan eeample g ot dider ot ity wptl te

Mate-rdial ctrata that o aree o b verataed with o
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cach aten comtaras g o sipniticant  pant gty ol
materjal,



The inspector has a total of 60 units of
time to complete the inspections, and each item
requires 5 units of time for its measurement,
In addition, there is a set-up cost ot 10 units
associated with the inspection ot a stratum,
which includes health/satety preparation, in
strument calibration, and retrieval ot items to
be measured. The inspector has the options ot
verifying all of stratum A, all of stratum B,
or 40% of both A and B.

The interaction between the three possible
inspection striategies and Lwo possible diversion
scenarios for obtaining a significant quantity
is shown in Table [. Clearly, the inspector
can pguarantee a detection probability ot at
least 0.4 by choosing strategy 2 and repeating
this procedure at each inspection.

TABLE |

EFFECTIVENESS OF INSPECTION STRATEGIFS
FUR EXAMPLF PROBRLEM

~ State's Strategioes
Divert One Divert One

[tem from Item trom
Inspection Strategy Stratum A Stratum B
1 Inspect Stratum A 1.0 0
2 Inspect Strata A & B 0.4 0. h
3 Inspect Stratuam B 0 1.0

However, randomization ot inspection getiv
ities otters an improvement over the practice
ot reprating the same activitiss at cach inspee.
tion. In the example, it the inspector chooses
strategy | with probability 0.5 or strategy |
with probability 0.5, the overall probability
ol detecting a material detect becomes 0.5, an
improvement  over  the 000 associated with  the
tontandom ctpateyy,

Y. Administrative and Gperational Consider
ations Related to Randomizat fon

tplementation ot randanized  dnnpes tione,
would coause qome Chanpes to the administy < tiv,
and  opetational  procedutes cutrently  employed
by the TARA.  These chanpges are related porima
tily to the plavningy and fmplementation ol i
speetions as carried out hy the Qoerations Divi
sions,



cian guarantee a detection pr'ubabilily of  at
least 0.4 by choosing strategy 2 and repeating
this procedure at each inspection.

TABRLF. |

EFFECTIVENESS OF INSPECTION STRATEGIES
FOR FXAMPLE PRORLEM

State's Strategies
Divert One Divert One
Item from Item trom

Inspection Strategy Stratum A Stratum B
1 Inspect Stratum A 1.0 0
2 inspect Strata A& B 0.4 0.4
3 Inspect Stratum B 0 1.0

Howevet , randomization of inspection activ
ities ters an improvement  over the practice
ot repoating the same activities at each inspers-
tion. In the example, it the {nspectar chooses
strategy | with probability 0.% or strategy 3
with probability 0.5, the overall probability
of detecting o material defect becomes 0,5, o
improvement  aver the 0,4 associated with the
nonrandom striategy.

Y. Administrative and Qperational Consider
ations Related to Randomirvat lon

Tmplementation ot randomized  inspe s tione
wounld canse some changes to the administrat s
and operational procedures carrently  employed
by the [AFA.  These chanpes are related primg
rily to the plancing and  implementation of  in
spections as carried out by the Operations Divi
slons,

Cont identinlity

e prinespal chamge under a0 vepime ol ran
domized inspec tions s an incervased need bon
ontidentialityv an the dnape tion planning prao
'

Vo, Poovno praor bnowledye by o bacalaty o
]

AL L I ol et won | L ot "
A ed oot vl tfateer gt e te et bt
ot bty gicty ot the platmind o - tyonn .

casential ta aapagre the o walidity ol watepaarde



conclusicns based on randomization. The opera-
tional implementation of contidentiality in in-
spection planning conflicts with the need tor
an inspector to arrange visas, travel, shipment
of equipment, and so forth before an inspection.
Presence or absence of these activities would
disclose the intent with respect to the inspec-
tion. Alternatives for maintaining the deter-
rent element for inspections not carried out
are to complete all aspects of planning as if
the inspection were to be done or to keep the
absence of planning contidential.,

Operator Declaration

At some time before the date of a planned
Ingpection that is not to be implemented, it
would be necessary to inform the facility opera-
tor ot that fact. To ensure that disclosure of
the inspection plan does not  invialidate  the
safeguards conelusions based on random sampling,
it is essential that the tacility operator com-
mit to a physical inventory listing deseribing
the status of mater "als before the notitication
of intent by the ingpectorate. In practice,
this could be accomplished by telexing such a
list a tew days before the planned fnspection
date,

Inspection Schedul ing

Inspesction randomiziation could be carried
out by o priori random selection biom the six
month schedule ot some traction a of the planned
Inspections that are to be actually implemented,
Where that fraction is not contideatfal, comple
tion of the traction a ot planned Inspections
bhetore the end ot the six-month period diseloses
the absence ol {nspections tor the remainder of
that perdiod.  This deticiency {8 remedied by
keeping the traction a contidential o by inde
pendently  deciding with probability o whether
to carry out a plamnmed inspection on o ocase by
cane b, Althoueh he Iatter taetic woald
cotwrs Pl tatal traetion of inspec tions cargied
ant  to Plae taate aronnd oy it avoids prematarse
dis Toeare ol ionspection plans,

Unannounced  Taspect fons

The possibdlity of unannonneed inspections
ontside the tramework of  thone  scheduled iy
Leen gappeested but would seem to be fnconnistont
with the advanee notice needed tor operators ta
prepare g tacklity ton inup--u'llnn.H Indecd o
pome fnstancen such an ver btleation of vore tael
in a4 reactory no fnspection I8 possible unless
the reactor's operating schedule and overator



inspection that is not to be implemented, it
would be necessary to inform the facility opera-
tor of that fact. To ensure that disclosure of
the inspection plan does not invalidate the
safeguards conclusions based on random sampling,
it is essential that the facility operator com-
mit to a physical inventory listing describing
the status of materiala before the notitication
ot intent by the inspectorate. In practice,
this could be accomplished by telexing such a
list a few days before the planned inspection
date.

Inspection Scheduling

Inspection randomization could be carried
out by a priori random selection trom the six-
month schedule of some fraction a of the plenned
inspections that are to be actually impiemented,
Where that fraction is not confidential, comple:
tion of the fraction a of planned inspections
before the end ot the six-month period disecloses
the absence of inspections tor the remainder of
that period., This deticiency is remedied by
keeping the traction a contidential or by inde
pendently deciding with probability a whether
to carry out a planned inspection on a case- hy-
case basis. Although the latter tactic would
cause the total fraction of inapections carried
out to tluctuate around a, it avoids premature
disclosure of inspection plans.

Unannounced Inspections

The possibility of unannounced inspections
outside the framework of those scheduled  has
been suyggested but would seem to be inconsistent
with the advance noitice needed tor aperators to
prepare a facility tor dnspection.®  Indeed dn
some instances such an veritication of core fuel
In a reactor, no inspection I8 possible unless
the reactor's operati g schedule and operator
pruparat fon are consistent with the inspection
timing.

However, in those [fostances where inspec
tion artivities can be identiticd that are con
sistent with no advance notice to tie operator
and are pelevant to detoetion of certain diver
wion  scenarfos,  uanannounced  fngpect jons could
have nome valae, Indeed this concept han Tound
ot it application in the satepuard o approach
tor US4y ened himent plants Lased an alteaoen
tritupge technology, where Fimited frequency an
announccd dnspes tar aecess to the contritmg
cascade area provides assutatce that highly on
rlched wranium is not belog prodoced,



. .
because the biggest resource expenditure, in-
spector travel to the cluster, would not be
saved. For example, if there are several facil-
ities in a cluster and a randomized inspection
plan selected only one facility for inspection,
traveling to the cluster for one inspertion
would reduwee the efficiency gained by the cluc
tering principle,

A related facet of operational planning is
the pussibility of correlations between inspec.
tions at ditferent facilities. For example, the
schedule for servicing film cameras at clusters
of reactors is frequently on the same cycle s0
that all film cameras can be serviced on o sin-
gle inspection tour of the cluster. HKandomiza-
tion would disrupt the coordination of these in-
spection activities.

Survel!lance

Application of surveillance as an inspec-
tion activity ftor verifying a material stratwn
poses special problems not encountered tor other
veritication methods.  Surveillance 1n the form
of film cameras or closced-circuit television is
routinely applied as a verification measure,
primarily in the spent fuel storage at reactors
or reprocessing plants. Current surveillance
technology requires that these devices be ser-
viced at about 3-month Intervals to retricve the
surveillance record and to renew the surveil-
lance mechanism,

Under the constraints of current technol
ogy, randomization of this veritication method
could be implemented by the tollowing proce
dures. The surveillance record is retrieved on
schedule, but the decision to review the record
is randomized, This achieves savings in inspec
tor resources at headquarters, while maintain
ing a deterrent effect becanse of the possibil-
ity that the tilm {8 reviewed., Ot course, this
procedure s Inconsistent with the SIR Criteria
requirement that successful  surveillance must
include a review ot the record,

The timing Interval between surveillance
recordings could be randomly adjusted at each
interim visit, which in ottect randomizes dura
tion of time betore the surveil lanee record must
be replenished,. Although this allows randomized
interim dnapections with no loss in supveil
Tancey the champes in Ciming intersal may pedaee
the namba ol scenartios that are covered,

Finally, the inspector could tandomize the
rettieval  of the surveillance tecord gt tho
usual 4 month interval, Although this e hieves
some resaouree saving, the ahsence of  tetrieval
and  review ot surveldllanee tor the previoas



Incorporation of unanuwounced inspections
into IAEA procedures requires a method for giv-
ing credit to the "surprise” effect and for de-
ciding how many announced inspections could be
replaced by an unannounced visit.

Correlations Among Facilities

Frequently, facilities to be inspected are
divided into geographically close clusters with
facilities in the same cluster {nspected during
the same inspection tour. This procedure might
restrict the benefits of randomization of in-
spections at facilities within the same cluster
because the biggest resource expenditure, in-
spector travel to the c¢luster, would not be
saved. For example, if there are several facil-
ities in a cluster and a randomized inspection
plan selected only one tacility for inspection,
traveling to the cluster tor one inspection
would reduce the efticiency gained by the clus:
tering principle,

A related facet ot operational planning is
the possibility of correlations between inspec-
tions at different facilities. For example, the
schedule for servicing film cameras at clusters
ot reactors is trequently on the same cycle so
that all film cameras can be serviced on a sin
gle inspection tour of the cluster.  Randomiza
tion would disrupt the coordination ot these in
spection activities,

Surveillance

Applicat 'on of surveillance as an inspec-
tion activity tor veritying a material stratwn
poses wpecial problems not encountered tor other
verification methods.  Surveillance in the ftorm
of film cameras or eclosced -circuit television is
routinely applied as a veritication measure,
primarily in the spent tuel storage at reactors
or r|'p;|\(1'ﬂpiillﬂ plants. Current  surveillanee
technology requires that  these devices be ser
viced at about 4 month intervals to retrieve the
sutveillanee record gl to renew the surveil
Fatio o mechan i s,

Prader the constraints of canrrent technol
Ry, tandomization ot this veritication method
could  be dmplemented by the tollowing proce
dutes, The survedqllance record is petpfeveed on
schedule s but the decision to peview the record
is randomized.  This achieves savings in insper
tor resources at headguartersy while maintain
ing a deterpent eotfect because ol the ponsihil
ity that the tilm is reviewed. Of courne, this
procedure 15 dnconsisteat with the SIR Criterda
requirement  that  suceesstul  surveillance must



months violates the C(riteria requirements and
openly precludes successtul surveillance tor the
next 3 months.

Application of surveillance could be made
more consistent with randomized inspections it
the technology were available for extending the
current maximum interval between scrvicing sur-
veillance units. For example, it a surveillance
unit could function unattended for a period of
time much greater than 3 months, the inspector
could randomly choose to retrieve the surveil-
lance record at a spent fuel pond during each
interim inspection. Ultimately this stratum
would be verified when the unit was secviced,
but randomization of the time of retrieval would
save resources while maintaining a probability
of anomaly detection. Extended surveillance
could be achieved with current technology by
chaining cameras so that when one camera reaches
the end ot its film, another camera activites.

Appendix
Theorem
Assume a zero-sum, two-person game in which
the inspector attempts to detect  jtem defeects

in K identical tacilities and has  the  pure
strategies

("1'"2""'"K):

(1IN < B

where ng is the sample size in the ith tacility,
the operator selects item detects and has the

pure strategies

l(rl.rl.....r“): Loty .

where piois the number ot dtem delects in the
ith facility, and the pavot!t  tunction i the
probability ot detecting an item detect s Doded
the assumpt fon that the npocan e consciderod e
caont innous variabilesy the fnapes tor s a0 o
strategy Call ftactliticg dnnpected with the sanu
sample size at each inspection) that is ot Jeaea
as good as oany tandom stratepy,

Proof
Let N he the number of  ftems in eac b ol

the K tacilities, n the total number ol sampled
Items to be sulected trom the K facilitios. and



save resources while maintaining a probability
of amomaly detection. Evtended surveill:nca
could be achieved with current technology by
chaining cameras so that when one camera reaches
the end of its film, another camera activates.

Appendix
Theorem
Assume a zero-sum, two-person game in which
the inspector attempts to detect item defe:.is

in K identi-al facilities and has the pure
strategies

n

L[ e B
=
[[]

(n, 0. 4.0e,n,):
12 K
i=1
where nj is the sample size in the ith facility,
the operator selecty item defects and has the
pure strategies

K
(rl.r,,.....rK): ) roo=w ,
= i=1

where rgy is the number of item defects in the
ith facility, and the payoff function is the
probabilitly of detecting an item defect. Under
the agsumption that the nj can he considered ar
cont innous variables, the inspector has a pure
strategy (all tacilities inspected with the same
sample size at each inspection) that is at least
as good as any random strategy,

Proof

Let ' N be the number ot items in vach of
the K tacilities, n the total number ot samploed
items to be selected from the K facilities, and
r the total number ot detected ftems to be de-
termined by the operator,

For attribute sampling, the probability ol
detecting ot least one defective item among the
K lacilitios is

I'l(n,,....nk); (tl....‘lh,)'

10



Because dp/dmjdny ¢« 0 for 1 ¢ i, m « K, P is a
concave function of the sample size variables.

If pj is the probability that the inspector
chooses the sample distribution nj =
(nypien2i,. --“Kj)' where ij = 1, and gy is the
progabi{ity that the State chooses the defect
distribution ;k = (FQgksT2Kks--+2TKk)s where
Iqy = 1, then the detection probability is

y Lp. P(n.; r
LR it

By the concave property of -

£q Ip.Pn,;t)c¢cLfq P(Lp.n.ir) .
kijJ 'k K K ;33 k

The sum

§ p.i n, o= (I p.n

represents a nonrandom strategy in which the
sample size I Pj nij is applied at each inspec-
tion of the ith fa(.‘i{ity.

This demonstrates that, for any random
strategy for the inspector, there is a corre-
sponding nonrandom inspector strategy that is
at least as good,
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