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EFFICIENT ANALYSIS OF
DYNAMIC MATERIALS ACCOUNTING DATA

James P. Shipley, Alternate Group Leader
" Safeguards Systems '
Los Alamos Scientific Laboratory
Los Alamos, NM 87545

ABSTRACT

Current trends in safeguarding special nuclear materialus (SNM) in
nuclear fuel cycle facilities portend increasing emphasis on timely collec-
tion and analysis of materials accounting data. The availability of more
and better data argues for an organized framework of techniques to ensure
efficient and complete extraction of information concerning possible diver-
sion of SNM. This paper describes such a framework and presents results
obtained by ‘analyzing simulated data from a large nuclear fuel cycle facil-
ity.

I. INTRODUCTION

Materials accounting for safeguarding special nuclear material
(SNM) has two important aspects: (1) the collectiorn of materials account-
ing data, and (2) the analysis of materials accounting data. The collec-
tion function is a broad, highly developed subject (e.g., see Refs. 1-5 and
the references therein) that we will not pursue here; in this paper we are
primarily concerned with the analysis of materials accounting data.

The data-collection function is usually structured to facilitate
performance of the analysis function, commonly by providing sufficient
measurements of SNM so that materials balances can be drawn around selected
portions of the facility on a rcasonable time scale. The data, which are
always corrupted by measurement errors, often appear as time sequences of
materials balances, one sequence from each portion of the facility.

Therefore, the data-analysis function must operate -on imperfect
data that become available sequentially in time. Its primary goals are (1)
detection of the event(s) that SNM has been diverted, (2) estimation of the
. amounts diverted, and (3) determination of the significance of the esti-
mates. Furthermore, data analysis must search for evidence of diversion
that may have occurred in any of several patterns.

ITI. DECISION ANALYSIS

Decision analysis6 has been applied to nuclear materials account-
ing in scveral previous papers,’-10 and only a brief overview is given
here. 1Its origins lic in the U.S. space program, which has made major con-
tributions to decision theory and systems analysis, the primary building
blocks of decision analysis.

The detectior and eatimation functions of decision analysis are
based on classical h,pothesis testing and modern state-variable estimation
techniques. The syscems analysis portion attempts to set thresholds for
the hypothesis tests in a rational fashion, for example, by using utility
theory to determine iesirable false-alarm and detection probabilities. In
this paper, we ignore the latter problem and concentrate on detection and
cstimation of missing SNi!.



A. HlPOth?ul’ chtln"

Let 20 pL-.nnt the seb of  oheaecved meterials acconating data
for ¥ materials hnlnncu periods.  Thon, uad-s the tro mutually  exeloaive,
exhaustive hypothesnes

1: no ?hf Lﬁ-mlS?lng, 1)

K: soms 8N 1s missing,

Z(N) has on~ of tha two conditionnl prohshility dinsiry fuactions
p ZGD it or p Z(N) X, :
TU“p“CtiVE]i Th: nsual statistical test conzists of foraing the likeli-
hood ratia, nnd comparinyr it to a threshold:
i plz(m) (K] <T, acccpt H,
1 L[/(h)] p[?(d) H] >T, accept K, (2)

where T i: the test threshold.  Reax'ily speaking, if 2(8) s "cnouszh" more
likely to have occurred as a resnlt of il haing trus than of ¥ being  truz,
then decidn that H 75 true; otharwisas, decide thalt X is true.

This test, for a fixed nuaber ¥ of points, consists of compariag
the likelihood ratin to a sinzle throshold. lioweaver, in practical sitna-
tions wo saldom will lznow whon a particnlar diversion stratoey skacts  or
cads,  Therefore, we will vant to begia the test at all  possible startiag
poiuts and let the test itseld determine  yhen it siwould be  tarminated.
This procedure also has the providenl property of requiring  fewar  sanpl s
for a decisiton, on the avarags, than a fized-sasplo-size test having  siai-
1ar cl*.-'lr'.'u-tnri.t;l'i"<'.1.i

The seqeesiial Tikelihooad cotio test, also called  the  seqguoatial
probability ratio test or SPRT, 3 har  three possihls  reenlts  abt each
deciazion bime, rathoer than Lwo:

< T, aceant I,
11 L[z0w)] >'Ty, .'.1(‘Cr\p!; w, (3
ot wvwian, Fa'te anothier obaarvation,

and the SPRT is repaated for 011 possible scacliog points. The  theesde s
Tog and T} can be fonad  from the [ollowing approxiastion, deviaed by
Wald, which gives nueful chrosholds that can be shoawa to bha conservative,
Let Py and P be  tho desired  (given) wiss  aod Fa1‘~—ﬂ|1fm peobabiii-
ties, respactively, for the SPRT.  Thoen the threshalds aral2,!

T = M o m (4)

D S T
0 1 IF 1 P
The prub1biliry of detecting diversion, vcelated Lo 1=Py, {3 ealled the

test.

power or size of the testg P is callad the significance or level of  the

B, Estimation

The original .ypothesis stat saats, ¥q. (1), are much too  vague o
be of practical value. More precise statemeats must be yeittoa in teces  of
the characteristics to be ecxpeoctsd wuler the two  hypotheses. Te is  Lhis
Lranslation of physieal chreasteristics into mathesntical  statements  that
determines the form of the estimarion algorithm. Tt should  be noatod  that
this step alvays reauires som:  asswention about  Fhe diverasion  aconariog
consequeatly, a particulas esiimebion alzorithe and its corveapondiag  Lost



the TNypothesis state-
ment, K. 1In this regard, some algorithms are more robust in the sense that
they allow a wider range of diversion scenarios while still maintaining
acceptable test performance.

For most practical problems in nuclear materials accounting, lin-
ear, least-squares filtering and smenthing provide adequate estimation
algorithms, particularly if, in addition, the measureoment erro: statistics
are kaown fairly well. The estimation can be performed on batches of data
or sequentially in time. The sequential formulation has several advantages
as we have already seen, and it has the further advantage that inverses of
large matrices need not be calculated as they must be for batch estima-
tion. The sequential, linear least-squares filtering algorithm using kuown
error statistics is commonly called the Kalman filter.16-19

C. Test Procedure

As discussed above, we seldom will know beforehand when diversion
started or how long it will last. Therefore, the decision tests must exam-
ine all possible, contiguous subscequerces of the available materials
accountirg data. That is, if at some time we have N material balances,
then thera are N starting points for ¥ possible sequences, all ending at
the Nth, or current, matzrial balance, and the sequence lengths range from
N to 1. Because of the sequential application of the tests, sequences with
ending poiats less than ¥ have already been tested; those with ending
points greater than N will be tested if the tests do npot terminate before
then.

Another procedure that helps in interpreting the results of tests
1s to do the testing at seversl significance levels, or false-alarm proba-
bilities. This is so because, in practice, the tect thresholds are nover
exactly met; thus, the true significaance of the data is obscured. Several
thresholds corcesponding o different false-alarm probabilities give at
least a rough idea of the actual probability of a false alarm.

D. Displaying the Results

Of course, one of the statistics of most interest is the estimation
result. Common practice is to plot values of the test statistic, with sym-—
metric error bars of length twice the square root of its variance, vs the
materials balance number. The initial materials balance and the total num-
ber of materials balances are chosen arbitrarily, perhaps to correspond to
the shift or campaign structure of the process. For eoxample, 1f balances
are drawn hourly, and a day consists of threce shifts, then the initial
materials balance might be chosen as the first of the day, and the total
nunber of materials balances might be 2%, covering three shifts. This
choice is for display purposes only; the actual testing procedure selects
ail possible initial points and sequence lengths, and aay statistic may be
displayed as scems appropriate.

The other important results are the outcomcs of the tests, per-—
formed at the several significance levels. A tool called the alarm-
sequence chnrt,7“10 has been developed to display these results in com-
pact  and readable form. To generate the alarm-sequence chart, each

sequence causing an alarm is assigned (1) a descriptor that classifies the
alarm according to its false-alarm probability, and (2) a pair of integers
(r1,r2) that are, respectively, the indexes of the initial and final
materials balance numbers in the scquence. The alarm-sequence chart 1is a



point plot of ry vs rv2 for cach sequancze that caused an alarm, with the
significance ranz» of each point indicated by the plotting symbal. Oae
possible corrvespondance of plotting ssmbol  to siznificance is piven in
Table T. .

TABWLY 1

ATARH CLASSIFTCATION FOR Tihi Al ARM=SIQUUMCE CHART

Classification _
(Plotting Symhol) False-Alarin Probability

A 1072 o 5 x 10-3
B 5 x 1073 to 10-3
c 1973 to0 5 x 1074
D 5 x 107% to 10-%
0 10~% o 10~
I <10~
T nD.5

The symbol T denotes caquances of such low siznificence that it would he
fruitless Lo axaain: exteazions of themy; th: letter T indicates thair
termination points. Tt is alwiays truc that ry € ry 50 that all symbols
lie to the right of the line r; = rp through the origin. Examplas of
these charts ace shown in th: section on resalrs.

TLL. SO UGSEFUL TESTS

We: desire a test, or tests, that is nost effoctive  against  the
extren:s of divarsion patterns, fron a larpe, single theft to a sarian of
small, wilovm thefis. Tt is unliuels that ene teat would b2 equally
nflactive agzainst a1l diversion scenn-ios. Folluwing are throae  tests  and
eatination alzorithas Lhat cover Uhe possibilitiecs quite adequartaly.

A.  Uniforn D'version Tesr (U7)

The statem=nt ol the alternative hypothasis fov the UDT is thar  th:
diversien during cach materials balaags period is constant in tine at  sowe
unknoun leval. Minimwa-variance, unbiased estimates of  the  unkanwa  loyal
and the inventory at each time are given by th: Kalwna filior  doseribed  in
Ref. 9, whiclk also gives a method foe treating correlated raasuremzal
errors corastly.  Siiailar, but less zeanral fosmalations  are  roported  in
Refs. 20-2%.

Thz: UDT sufiers from the rvextrictive assumption oa  the diversion
ccvitirin. Thr test works veey vwell azainst long—term, nultipls  thafr,  bur
offers 1ittle iwprovemsnt over testing  individual matecials  balances for
sinsla thaflt,

B. _Srquential Varinnce Test (3VT)

777 0ne charactaristic to be csvected whea diversion s prosent Is a
largev materials balaace eeror varianc: than wvhen thore has bean no  diver-
ston. The SVT us-s Ltwo Kalw. o [iltars, each siailar to that for the UDT,
to calenlate the mataciala bilance arror variaazes under the hypathesis  aod
alternative. The result is voughly czuivalent to o sequenkial  Formulition

! the wall-known F test for variances. The cocresponding  assmaptzion on
Lhe dirersion acerario is that Lhe diversion during cach makerials balance



period is a Caussian random variable having constant mean and variance,
vhich are a priori un%nown. Maximun-likelihood cstimates of the mean and
variance are computed sequentially from the likeliwod ratio as the data
are r~ceived. .

As-with the UDT, the SVT provides ecstimates of both the mis ing
material and the inventory at each time. llowever, the total amount of
migsing material over the test interval is also computed by subtracting the
last inventory estimate from the first inventory measurement and &adding in
the intervening net transfers. This cstimate of the (otal diversion is
mora indicative of the matearials accounting situation. Note that the
alarm-~sequence chart refers not to the missing-material estimates, but to a
possible shift in materials balance error variance.

The diversion pattern assumed for the SVT is much 1less restrictive
than that for the UDT because almost any set of diversions could have bean
drawn from a white, Gaussian, random process, even 1f the diversion were
constant or intermittent. Tha only real restrictioas are that the mean and
variance be constant over the test interval. However, the test procedure
covers all possible intervals, so that this assumption is less restrictive
than it might seem.

A similar estimation algorithm was described in Refs. 20-23, but no
procedures for obtaining the diversion mran and variance were given. In
addition, it was not clear what decision test was to bhe used.

C. Smoothed Materials Balance Test (SMBT)

Stewart4? noted earlier that better (smaller variance) materials
balances could be drawn if past data were used, to calculate the beginning
inventory of the current materials balance. He proposed the equivalent of
a Kolman filter, assuming no diversion before the current time, Ffor per-
forming the calculation. This technique can be extended If one 13 willing
to consider deferred decisions. That is, if we have data from N materials
balance periods and we wish to compute the materials balance at time Kk,
wvhare kX lins betwcen 1 and N, then we can (1) run a "forward" Kalman filter
from time 1 to k to estimate the kth beginning inveatory, (2) run a "back-
ward" Kalman filter from time N to k + 1 to estimate the kth ending iaven-—
tocy, and (3) subtract the result of (2) from that of (1) and add the
intervening rransfer measurement to find the smoothed materials balance at
time k based on the data from time 1 to N. The proccdure can also be done
for any nunber of intervening materials balance periods, and it includes
Stcwart's method as a special case.

Significant improvements ..n materials balance uncertainties may be
obtained with the SMBT; the price is a delayed decision. Carc must also be
taken when applying the test to intervals in which several diversions may
have occurred; that situation violates the assumption (no diveraion) on
which the filters are based and can cause 1incorrect materials balanze
cstimates.

IV. SOME REPRESENTATIVE RESULTS

The following results are taken from Monte Carlo simulation studies
of a large chemical separations facility.2 Figures 1 and 2 show the out-
comes of the UDT, SVT, and SMBT for no diversion over a two—day period of
one~hour balances. For refereunce, Fig. 1 also shows the standard materials
balance (Shewhart) chart. On all charts cf statisties, the horizontal
marks are the values of the statistics, and the vertical lines are #*+ 10



error bara. Thwe panzity of atarms is clear o all casesy in fact, no
ataro=scgquenss ehioel 18 given for Ehe SM87T bacause no alares wers sonsrated.

Fiyur: 3 2unvs the roasualts of the UDT and the SYT for o unifora-
diversion of 75 »/valaaze (1.8 kg/day). This leval is €0.16 for a singla
matorials balane:, yet both tha UDT and SVT  readily detect the diversion

after a“out 24 halances (1 day). The SYT is also slightly more indicative
of missing msit-rial than the UDT {zumpar: Figa. 3b and 3d). The UDT

estimate is 73 ¢/balanca, and the SVT estimat: Is 3.58 k1 total for twa
days. he risults of the 3MBT are not shown for this casc.

Figur: 4 pives the outcomes of tha SVT and SMBT for the case of tun
diverstons of 1 % cach occurring at bhalances 19 and 34, Again, the indi-
cations are dafinite, although the SMBT shows more elearly that thare were
two diverasinns., YHowever, Lhe SVT zgives the hattar  eskimate of the total
minging matarial, 2.2 ko toral ab tim. 45, bor clarity, only Eth~ sinzle
materials balance alares are =iven for the SMBT.

V. CONCLUS LGNS

Thar: are vy olher kiads of  tests  available that ma%s usz of
other characteristice of matesials s countinx data. Subontinal least-
squares acthods nad noaparanstreic tests that do not  dapand on  detailod
Ruosledoe of the measoremeat coror statisties jeealintely com: to miad.
These additional taheiquss ars envreakly being doveloped, bhut woe [eel  that
tha three b sts discussed nereowonld peabably ramain as the most ve=ful  and
generally offoctive. Sneh o battory of tests and display  Cormaty, unificd
by the fransmeii ol docisior panlyaia, provides a highly couorchenzive ool
elfficivat poolape Tor aaslysin pol orials pocomatiag data, enpaeizlly  fron
near=real-Lim: acemisting syostogs,

Frime ey e e s
AL T aRnT T

The author greatls oporeciates rha assiakane? and  coat-ihetioas of
win collicagzn s in the Sal.couicds Sysieas Gronn (Q=4)  of  the Loz Almaag
Scicnrifiac Libnrntory.
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FLGURE CAPTIONS

Fig.

Fig.

1. Test results for no diversion: (a) Shewhart chart, (b) UDT 1loss
estimate, (c) UDT alarm-sequence chart.

2. Test results for no diversion: (a) SVT total loss cslimate, (b)
SVT alarm-sequence chart, (c) SMBT materials balance chart.



Fig. 3. Test resalis for 75 g/balaaca diveraton: (q) UDT avarage 1oss
estinats, b)) UDL alara-soquence chart, (¢) SVT total loss e=xti-
matn, (4) 5V aiara~saquenca chart.

Test resnlis for 1 kg diversion at ¢ = 19, 35: (a) SVT total
Lous esti=ate, (B) SVQ alarm-szguonce chart, (&) SHBT materials
balance chart, (4) SMBT al arm-sequenca chart. :
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