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EFFICIENT A.NAT.YS[S OF
DYNAMIC MATERIALS ACCOUNTING DATA

James P. Shipley, Alternate Group Leader
Safeguards Systems

Los Alamos Scientific Laboratory
Los Alamos, NM 87545

ABSTRACT

Current trends in safeguarding special nuclear mateiial~ (SNN) in
nuclear fuel cycle facilities portend increasi~g emphasis on timely collec-
tion and analysis of materials accounting data. The availability of more
and better data argues for an organized framework of techniques to ensure
efficient and complete extraction of information concerning possible diver-
sion of SNM. This paper describes such a framework and presents results
obtained by ‘analyzing simulated data from a large nuclear fuel cycle facil-
ity.

1. INTRODUCTION
Materials accounting for safeguarding special nuclear material

(SN?I) has two important aspects: (1) the collection of materials account-
ing data, and (2) the analysis of materials accounting data. The collec-
tion function is a broad, highly developed subject (e.g., see Ref~. 1-5 ~nd
the references therein) that we will not pursue here; in this paper we are
primarily concerned with the analysis of materials accounting data.

The dnta-collection function is usually structured to fftcilitatc
performance of the analysis function, commonly by providin~ sufficient
measurements of SNM so that materials balances can be drawn around selected
portions of the facility on a reasonable time scale. The data, wh ~Ch arc
always corrupted by measurement errors, often appear as time sequences of
materials balances, one sequence from each portion of the facility.

Therefore, the data-analysis function must operate .on imperfect
clnta that become available sequentially in time. Its primary goals are (1)
detection of the event(s) that SNN has been diverted, (2) estimation of the
amounts diverted, and (3) determination of the sigr,ificance of the esti-
mates. Furthermore, data analysis must search for evidence of diversion
that may have occurred in any of several patterns.

II. DECISION ANALYSIS
“ 6 has been applied to nuclear materialsDecision annlysls account-

ing in several previous papers,7-10 and only a brief overview is gi.vcn
herd . Its origins lic in the U.S. space program, which has made major cr)ll-

tributions to decision theary and systems analysis, the primary building

blocks of decision analysis.
The detectior and rsLimzItion functions of decision analysis are

based on classical hypothesis testing and modern state-variable estimation
techniques. The sysccms analysis portion attempts to set thresholds for
the hypothesis tests in a rational fashion, for exnmple, by using utility
theory to determine ~csirable false-alarm and detcctiun probabilities. Kn
this paper, we ignore the lartcr problem and conccntrnte on detection and

estimation of missing Stw!m
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wor’k best i.f the diversion patt~:rn “coincides” with th{? ‘Iypothes is stat f?-

rni?nt, K. In this reflarrl, some algorithms arc more robl:st in the scn+e th,:t

they allow a wider ran~e of diversion sccnzrios wh+lc still maintaining

:lcc~ept<able test performance.
k’or most practical problems in nuclear materials accounting, lin-

es?, ~eaSt-SqL!al-C?S filterinz and smcothing provide adequate esti.mati.on
al~ori~~lm$, parti.cularl.y if, in addition, the m/7r7sl.ir.2n2nt erro: statistics

~are. Icnow,n fairly well. The estimation can be perforrnccl on batches of data

or seq[lcntially in time. The sequential formulation has several advantages
as we have already seen, and it has the further advantage that inverses of

lnrgc matrices nee.1 not be calculated as they must he for batch estimat-

ion. The sequential, linear least–squares filtering al~orit!-tm usinz kno~.m

error statistics is commonly called the Kal.man filtet-.~6-19

c. Test Procedure.-..
As discussed above, we seldom will know beforehand when diversion

started or ho-x long it will last. Therefore, the decision tests ru]st exax-

i.ne all. possible, contiguous subsequences of the available materials
accotintirg data. That is, if at some t{m= we have N material balances,

then ti~e]e are Ii starti.n~ points for N possible Sc!que:lc (?!; > all mdin~ at

t?l(?Nth, or current, material balance, and t?le sequence lcngtils range fro:n

N to 1. Because of the sequential application of the tpsts, sequences with
ending points less than N have al ready been tested; those with cndi ng

points [:reater tilan N will be tested if the tests do not terminate before

then.
Anoti~er procedure that helps in interpreting the res~llts of tests

i.s to do the t[?sting at .sever:l. si[;ni.fi.carlcc levels, or false-alarm proba-

bilities. TIiis is so because, in practice, the ter.t thres!lolds .1Ti: n(>ver

C!xac:ly Inet; Ell{ls, thi? true si~nificanct? of tile clata is obscurrci. Sever:l;

thresholds correspon.li.ng t:~ different false-alarm proi>a!lilitit=s give .?L’
least a ro[lg!l i.dcil of the uct[lal pro?~ab;lity of a false alarm.

J). l)isplayin~ the Results—..——— u —-
Of COLlrSej One Of t?le StCJtiStiCS Of IIIOSt ~nt(?~t-?St iS th~? estimation

result. Common prnctice is to plot val.:les of the test statistic, with sym-

metric error bars of length twice the Jquare root of its variance, vs the
moterial.s bal ante number. The initial materials balance an(l the total num-

h$~r of materials balances are chosen arbitrarily, pcrhops to correspond to

the slii,ft or campaign str~lcture of the process. FoL- Cx;llnple , if balnnces
.qre dr:lun llolurly, and .3 day consists of three shifts, then the initial
m:lttrials balance rnigllt be chosen’ as the first of ti~e day, and tllc total

number of materials balilnces might be 24, covcrin~ three s!lifts. Th i.s

choice is for display purposes only; th[? act!lal tesfink; p i“orec!il re Selt?cts

ail possible initial points and sequence lengths, and n~ly stutistic m:1y ??c?

disF~ayecl as seems appropriate.
The other important rcsul.ts are the (;utcor(:s of the tests: per-

formc(l at the several si~nificance levels. A tool called t!~e alarin-
Sequence Cllrlrt, 7-10 }Ias been developed to display tl]~?se L-C?S(JltS i In cnm-

p;lct and rendablc form. To ~cncratc the alarrn-seq(lcnce cl~art , each
S(?q(l(!ilC(~ ctusin~; an alarm i.s assigned (l.) a descriptor that cl,lssifies the

altqrm according to its fal.se-alarrn probability, and (2) a pair of intc’~ers

(r~,rz) that are, respectively, the indexes of the initi,?l and fi.nnl
mater;.lls balance numbers in the Si!cluence. ‘rhe alarnv-seq~lence chart is 3



.

?IIA!V[ (:lASSIF’TCAT[()!{ FOR Tilij AIWC!-S:Y/UL:?!CtI C!MIW

Classification
(Plottig~?ynbol) False-Aler;n Pr~babil;&.—— -. — . . ——
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period is a Gaussian random variable having constant metin and variance,
which are g priori unknown. Maxinwm-likelihood cstimat~s of tht? me.in and
variance arc computed sequentially frun the likeli~lcod ratio ns the data
are r,’ceived.

Aswith the UDT, the SVT provides cstimatss OF both the mis ;ng
material and the inventory at each time. I[owcvcr, the total amount of
missing material over the test interval is also computed by subtracting the
last inventory estimate from the first inventory measurement and zddin~ in——
the interveniru: net transfers. This estimate of the i~l diversion is
more indicative of the materials accounting situation. Note that the
alarm-sequence chart refers not to the missing-material estimates, but to a
possible shift in materials balance error variance.

The diversion pattern assumerl for the SVT is much less restrictive
than that for the UDT because almost any set of diversions could have bet?n
drawn from a white, Gaussian, random process, even if the diversion tJere

constant or intermittent. Thi~ only real restrictioi~s arc tllac the mean and
variance be constant over the test interval. However, the tc!st procedure
covers nll possible intervals, so that this assumption is less r~s~rictive

than it might seem.
A similar estimation algorithm was described in Refs. 20-23, but no

procedures for obtaining the diversion mean and variance were given. In
addition, it was not clear what decision test was to he used.

c. Smoothed Materials Balance Test (SMBT)
‘-––---Sigh>-Fti4%TeZ earlier tlEZ7XlIer (smnller vzriancc) materials
b~lanccs could be drawn if past data were used, to calculate the beginning
inventory of the current matc?rials balance. He proposed the equivalent of
a Knl.man filt!!r, assuming no diversion before the current time, for per-
forlnj.ng the calculation. This technique can be extt?n~led if one is willinz
to consider deferred clccislons. That is, if we hnve data from N materials
balance periods and we wish to compute the materials balance at tim,n k,
where k liPs between 1 and N, then wc can (1) run a “forward” KaJman filter
from time 1 to k to estimate the kth beginning invci~tory, (2) Iun a “back-
warcl” Knlman filter from time N to k + 1 to estimate the kth ending inven-
tory and (3) subtract the result of (2) from that of (1) and add the
j.ntcrvenin~ I-ransfer measurement to find the smoothed materials balance at
time k based on the data from time 1 to N.

—... .—. ——
The proccdilrt~ can also be done

for any ntlinber of intervening materials balance periods, and it includes
Stewart’s method as a special. case.

Significant improvements ..n materials balance uncert,~inties may be
obtainccl with the SNI}T; the price fs a delayed decision. Care must also hc

tnl;cn when applying the test to intervals in which several di.versions mzy
have occurred”; tha~ situation violates
whi,cl~ the fi Itcrs are hascd and can
estimates.

Iv. SOME RE?RKSENTATIVE RESULTS
The follor~ing results are taken

the assumption (no clivcr:ion) o;

cause incorrect materials hal.ancc

from Monte Carlo siinulfltioll ::tlldics

2 Figures 1 and 2 show tltt; out-of a large chcmicnl s~parations facility.
comes of the UI)T, SVT, and SNBT for no diversion over a two-clay pr+rlod of
(Jfl(!.-hOiJr bnlance~; . For reference, Fi2. 1 also CIIOWS the standard maturials
bal,ancc (Shewhart) chart. On all. charts cf statistics, the horizontal

miir’ks .qri: the values of the statistics, and the vertical lines arc ~ lU
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Fis. 2. Te$t results for no diver~ion: (n) SVT total IOSS cslimat~?, (b)

SVT al.arrn-seqlwnce chilrt, (c) SMWTmnterials balance chart.
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