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ABSTRACT

An esgantial 2tep in the development of
intarnaticnal safeguards tachnologiea is the
demonstration that safeguards elemerts are cost
offective and operationally acceptable in
actual nuclear facilities, and that safeguards
data can be verified independsntly by the
Agency. Near~real-time accounting is being
pursued as a msthod for improving the timeli-
ness and diversicn detection sensitivity of
conventional accounting procedures. Accept-
ability of near-real-time accounting for inter-
retiornal safeguards depends on:

e Davalopment of measurement techniques (prec-
cess control, NDA, laboratory) that provide
the required sensitivity and timeiinass.
The moasurements must address transfers
through the materials balance area (MBA)
and matorial in process. The latter often
can limit Jdetection sensitivity for short-
term divarsion.

® Prepar consideration of meagsurement control
programs. The calibration procedures and
frequan~ies are important in oontrolling
correlated measurement eirors, and signifi-
cant improvesents in dutection sensitivity
can be realised through ochanges in the
Peasurement coatrol progranm.
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e Development of statisticul techniques to
evaliiate meagsurement duta. The statistical
evaluation procedures should test a spec-
trum of diversion scenarlos (abrupt or pro-
tracted) and should be adapted to the
specific process and understood by safe-
guards personnel.

® Demonstration that the materials accounting
results can be verified independeatly by
the Agency . Indspendant verification
should address possible diversion thrcugh
data falsification and diversion hidden in
measursment uncertainties.

® Demonstration of the safeguards systenm
under operational plant conditions. Demon-
stration of the effectiveness should
address process operator requiremeants with
respact to improvements in process control
and minimal Jntrusion on process opera-
tions.

Each of these areas is considered in the Los Alamos
dsvelopmwent program for nsar-real-time accounting
and is discussed in the paper.

l. DEVELOPMENT OF MEASUREMENT PROCEDURES

Most facility, State, and intarnational safaguards meta-
rials accounting systems provide reyuirements for measurerent
of all rnuciear materciais transfers into and out cf an HBA.
For conventional materials accountiny theswe transfer masasure-
ments are augmented by periodic inventory measuresmente, made
either directly or by cleaning out difficult-to-measure »ro-
oceas equipment so that better msasurements c¢an be performed.
These shutdown, cleanout inventories generally are perforsad
at intervals hetwesn one ond twelve months long. The funda-
mental Adifference between conventional and mnsar-real«time
acovunting is that in the latter in-process material is
mneajured more frequently and withwt equipment cleanout.
Th.s, timelinoss in closure of materials Dalances, and hanoe
sensitivity to short-term detection of materials loess, 1s
improved.

Transfer-msasuresant requirements for near-real-time
accounting are essentially the same as for conventional
acoounting, with the possible exception that soms msasure~
Bants, e.g., batchsd wastes, may require more frequent mea-
surement. Product transfer msasuremsnts for both conventional
and neur-real-time accounting generally are obtained by the
most acourate and precise analytical metheds available,
usually in analytical laboratories with skilled analysts.
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The major practical differsnce between conventiocnal and
near-real-time aocounting is the requiremant to msasure the
in-process invontory, often while the process continues to
opsarate. Thsse measuraments do not have to be of the same
quality as transfer msasurements, and say be porformed using
process-control or NDA instrumantation. nventorics in tanks
can be obtained if the tanks are instrusonted with proceas
level and dennity probes. These measurements can be updated
with more refined laboratory measurements as they become
available. Por complax equipment such as solvent-axtraction
contactors., predictive aodels using process measurements can
provide adsquate estimates of in-process inventor: [1]. Hold-
up in process equipment such as precipitators and filters can
te msasured using MDA technigques or may be estisated using
predictive nodels [2]).

2. MEASUREMENT CONTROL

Certain gquiding principles govern effective materials
control and accounting in any nuclear materials process. BEach
measurement is important for ita impact on the sensitivity of
loss detection. The Adesired quility of each measurement
should be judged by systematically analysing the anticipated
effects on materials-accounting sensitivity.

In “igh-throughput processes, the relative accuracy
between feed and product measurements limits the long-term
datection sensitivity of both oconventional and niyar-recl-time
materials acoounting [3,4). Consequer.tly, a significant
effort should be directed at ountrclling long-term relative
biases between feed and product mearurements. Theoretically,
the limiting factor is the unocertainty in the relative bias
betveen the physical standards used for thesu measursments,
which may be v 0.l%. To approach this limit, sources of
long-term measurement bias other thin standards must be con-
trolled by careful design of the sampling, mwasurement, and
calilration hardware and procedures [5-9). PFeed and product
accountability vesrels mist be Assigned for accurate ocalibra-
tion and should ba accessible for ocalibration checks and
pecindic recalibrations. The best available sampling ar:
assay methods must be used, and analysts must be oarefully
trained in the use of calibration and analysis procedures.

Por near-real-time materials accounting, the precision
of the in-process inventory mesasurements and the variability
of any unmeasurasd hLoldup are the limiting uncertainties in
short-term detection (4]. The majority c¢f the Ainventory
should bas in tanks and vessels that are instrumented for on-
line msasuremsnts. These msasurements need not be of high
quality, precisions of 1 to 5N gencrally being adequats. How-
ever, even with very precise msasurements, large buffer-stor-
age tanks for intersediats products can introduos large abso-
lute errors that seriocus’y dagrade the short-term dstection
sensitivity. On the other hand, relatively minor holdups and
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sidestreans will have little effect on detection sensitivity,
and estimates based on historical data can be used until these
canpor.enteg are measured, for example, during a physical
inventory.

If all major in-process~inventory and process-stream
components are measured, timely materials balances can be
drawn around transfers between tanks and across vessels. Such
hbalances may not have the relative precision and accuracy
usually associated with conventional accountability, but they
can be hoth sensitive and timely in absolute terms.

Process operating modos also affect materials-accounting
sensitivity. Well-defined input and output batchss facilitate
accounting; 1if the process is operated ocontinuously, batch
definition requires continuous stream measurements. If there
are smignificant recycle streams, input-output correlations
will be of limited value.

3. STATISTICAL TECHNIQUES TO EVALUATE MEASUREMENT DATA

The statistical tests used to examine materials account-
ing data must be specially structured to meset operating and
stfeguards procedural requiremants (10]. The task can be made
esadier by recognizirng that materials accounting activities
occur in three stages: detecticn, assesssent, and statement.
The overall statistical pronedure must satisfy, at lsast, five
criteria:

® timeliness,

) flexibility witli respect to time interval and loss
patterns,

) stability of decisions,

) availability on demand of the materials accounting
status, and

e quantifiability of performanocs.

The procedural requirements listed previously are strin-
gent and severely constrain the choilce of astatistical tests
for detection. Tests having well-defined values of false-
alarm and dotection probabilities ars particularly desireble
becuuse the deteotion stage s the initiator of subseguent
eventt, such as asvessment, that 1may have significant oconse-
quences. However, the other criteria force consideration of
procedures that are somevhat more oomplicated than those
usually encountered in the literature. Currently, preliminary
results fram work bused on saquontial testing procedures using
a test threshold derived from the law of the iterated loga-~
rithm ure eroouraging (11).

Daring the assessment otage, estimation of the divevsion
amuunt and time pattern are of primary interest. Conm "at-
ly, loss entimators play a. important role, and several leas
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estimators axtending over all possible time intervalas will
have to be used to cover all loss patterns. Generally, the
eatimation algorithms can be carried out sequentially in time,
&s materialc balances become available, and there are advan-
tages to doing so [12-17].

"he statement stage should culminate in a report of the
materials accounting results, that is, a Jtatement of the
material unaccounted for and its limit of uncertainty. The
statement can be made at specified points in time covering the
mxizun time interval, or it can be mads following a astection
and assesrment that a significant loss has occurred. One
2wsible method s to report the most significant results in
the maxizum time interval. This technique is being investi-
gated at the present time.

4. IAFA VERIFICATION

Matarials accounting for international safeguards depands
on the inspector's ability to verify the operator's materials
accounting results. The INEA verification of the oparator's
nuclear matarials accounting system is based on examination
of the materials balance equation with respect to:

» diversion hidden by measuremen? uncertaintiess and
) diversion hiddon by falsification of operator's data.

Diversions hidden by measurement uicertainties are por-
sible because of the statistical uncertainty of the material
unaccounted for (MUF) calculation. It is important Lhat mea-
suremen: uncertainties bhe reduced to ducrease the amount that
could be diverted, but that the estimates of measurement
unoertainties be realistic to maintain false-alarm rates at
an acosptabls levei.

Concerns with diversion hidder by falsification of opera-
tor's data fall into three categorles:

o understatement of inpute,
e overstateme«nt of outputs, and
° overstatement of the current inventory.

For consecutive MBAs, falsificatluns are correlated from
one MBA toc the succeeding MBA. Thus, an overstatement of out-
puts from ono MBA will result in an ovarstatement of ipputs
to the next MBA. Detection of diversion in one MBA depends
on adsquacy of saf.guards in adjecent MBAs, and ocorrelation
of verification activities among MBAs iwv important.

Verification techniques of individual measurements, which
iz sometimes called authentication; depends on the dataila of
each measurement, which is dictated by the particular typa of
facility end its location in that fasocility. 1he following
oxauple is teken Zrom a study of international safaguards for
reyrocessing plants [18].
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No matter what kind of materials accounting is used, the
inspector must verify the operator's accountability tank msa-
surements. PFPor the gravimstric procedure, the original fuel
fabricator's data must be varified so that they can be cor-
related with the uranium and plutoniwm concentration measure-
meants in the accountability tank. PFor the volumstric proce-
dure, the plutonium and urani=zm concentration measurements and
the volume msasuremonts, for aexample, the operator's liquid-
level and Gensity measurements, must be verified. The uraniwm
and plutonium concentration may bea verified by preparation of
resin-bead samples that are submitted to the operator or
transferred to the Agency laboratory for mass-spectromatric
analysis. The inspector may also rmeasure th¢ uranium-to-
plutonium ratio by a rapid msthod such as x-ray fluorescence
spectrometry or datermine the plutonium concentratlon by a
simple spsctrophotomstric method.

S. SBAFEGUARDS SYSTEMS DEMONSTRATION

The effactiveness of any proposed safeguards system can
be evaluated through. cosputer modaling and siwmulation of pro-
cesa operationt and materials mesasurements. Howevar, these
modals are subiective, and may not reflect ascurately all
procesas and maasuresent variables and interfaces. The confir-
mation of effectiveness comes from field demon. “ration and
operation. The Internatioral Working Group on Reprocossing
Plant Safeguards [19], in iduntifying arcas of further work,
has recommended:

"Demonistration in operating plants, begilnning with the
aimpler concepts of in-process inventory measurement and
selected flow monitoring progressing to more complete near-
real-time accountancy systems, should be continued in order
to assess the performance and utility of near-real-time
accountancy."”

Near-rea’-time accuanting is being applied or demon-
strated at several facilities around the world. Los Alamos
nas participated in field dsmonstratiors o¢ near-rsaal-time
accounting for nuclear fusl reprocessing at t%s Allied-General
Nucluar Services (AGMS) facility at Barnwell, South Carnline.
Trhrese experiments consisted of seven one-week operations of
the plutonium purification cycle at AGNS. IExpariments were
conducted using a modified flowsheet to process natural
uranium. Los Alamos perticipation in these experiments
included:

® davelopment and dewonstrution of estimation tech-
niques for contactor inventories,

) evaluation of adsanced data analysis and dJdiversion
detaction techniques, and

e dmonestration of near-real-time accounting concepts
and principles-
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5.1 Contactor Inventory Estimation

The pulsed colusns in the plutcnium purification section
contain approximately 18 kg of plutontum during no-aal opera-
tion. If not measured, this inventory becomes the dominant
factor in 1limiting ghort-term diversion sensitivity. Onder
the sponsorship of los Alamcs, tschaiiques for estimating the
inventory in pulsed-column contactors were developed [20).
Experimental verification of these models at ANMS using ura-
nium indicates that the column estimates are good to 5 to 25%
for individual colums ard to about 10% FYor the total column
inventory. Additional verification of the plutonium inventory
estimation method under realistic operating conditions is
required.

5.2 Evaluxtion of Advanced Data Analysis and Diversion Detec-

tion Techniques

The Los Alamos-devaloped computer codes studied d&uring
the MNS experiments included a prograr called PFUNNEL that
estimates ocolumn in-process inventory from process msasure-
ments and flags measurement anomalies, such as plugged dip
tubes for volume and density msasuresment, and the dscision
analysis program DECANAL. DECANAL (13-15] calculates suffi-
cient statistics containing all accounting information, sets
decision thresholds, and tests sequential data for losses.
The DECANAL output includes various craphical displays that
localize losses, show tha amnunt of loss, and indicate the
significance of the loss. Test statistics incorporated in the
code include the Shevhart chart, CUSUM, uniform diversion
test, and saquential variance test.

$.3 Demonstrations of Nesr-Real-Time Accounting Concepts and

Principles

Accounting strateglies studied by Los Alamos included
defining several unit process accounting areas within the
plutonim purification process and closing materials balances
hourly. These strategies were gelected to demonatrate the
application of sequential data analysis techniques to areas
where diversicn detection could be lenalized. The UPAAs
studied included:

the full process,

pulsed columna,

pulsed columns and concoentrator,
18P surge tank, and

any individual tank.

S.4 AGNS Demonstration Sumsary
The Los Alaaoce exPeriments at AGNS demonstrated thet:

e near-real-time acoounting can detect and locallsze
diversions fram complex bulk handling facilities such
as reprocessing plants,
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® procesa-control-quality flow and concentration mesa-
sirements can b2 used to estimate uranium concentra-
tion in pulsed columns to V10N,

o proceas-control-quality measurements can be used to
measure uranium concentration in tanks under process
operating conditions,

® the UPAA concept ig helpful for detection and locali-
zation of losses,

® analysis and display methods are a necessary cowmpo-
nent of a near-real-time accounting and process con-
trol system, and

® the design of a safeguards materials accounting
system depends on the process operation and existing
process and nuclear materials accounting measure-
ments .

6. SUMMARY AND CONCLUSIONS

Near-real-time accounting 1is being considered for
facllity, State, and IAEA safeguards systems in future, high-
throughput, bulk-handling naclear facilities- Meisurement
systems using some cambination of process, NDA, and analytical
laborutory data can be developed for most facilities and with
minimal interference with process operations. Statistical
techniques for treating sequsntia)l data and closing materinls
balances at fraquencies satisfying short-datection-time
criteria are well in hand. Additional work 1is requiced to
develop varification techniques that allow Agency inapectors
to mintain continuity of knowledge of all nuclear material
through a facility. PFinally, the techniques for near-real-
time accounting require ¢ monstration under actual plant
operating conditions.
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